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Abstract

With the rapid development of network. The Internet of things(IoT) is used on a variety of services
such as the smart house, healthcare. To facilitate on supervision and management, users have to use the
communication device connected to the IoT node anytime and anyplace. This makes authentication
scheme of IoT security become very important. Due to the two-factor authentication of passwords
and smart cards is easier to attack. Many scholars proposed the schemes that is based on the password,
smart card, and biometric three-factors authentication. Among them, Dhillon et al. presented a
lightweight biometrics based remote user authentication scheme. However, we found that Dhillon et al.
authentication had stolen/lost smart device attacks, impersonation attacks, denial-of-service attacks,
parallel session attacks, and no user anonymity. Therefore, in this paper, we analysis security the flaws
of Dhillon et al.'s scheme . Based on the result, in the future, we hope to propose a more secure
authentication scheme.
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