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Abstract

In this ever-changing and information explosion era, the transmission of information is busy and huge. The
Internet communication parties need a safe and effective identification mechanism to ensure that their
communication is correct and safe. Due to the popular application of the Internet of Things, the security of the
Radio Frequency Identification (RFID) mechanism becomes more and more important. In 2016, Dass et al.
proposed a new RFID authentication protocol, emphasizing the use of random number and simple algorithm to
achieve the security of the RFID tag recognition mechanism. However, this study found that Dass et al.'s RFID
authentication protocol has a security flaw of tag counterfeiting. An attacker can copy and store the message sent
between the reader and the tag, and then use a simple logical operation to counterfeit the legal respondent
message to the reader in next tag reading, which can be successfully checked by the server. Therefore, the server
mistakenly thinks that the attacker is the real tag, and counterfeit success. This study presents the detailed steps
of the attack, explores the causes of its security vulnerabilities, points out the direction of its solution and
proposes a feasible solution.
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